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Abstract. D-S evidence theory has been studied and used for information fu-
sion for a while. Though D-S evidence theory can deal with uncertainty reason-
ing from imprecise and uncertain information by combining cumulative evi-
dences for changing prior opinions using new evidences. False evidence gener-
ated by any fault sensor will result in evidence conflict increasing and inaccu-
rate fused results. Evidence relationship matrix proposed in this paper depicts
the relationship among evidences. False evidences can be identified through the
analysis of relationships among evidences. Basic probability assignments re-
lated to the false evidences may be decreased accordingly. The accuracy of in-
formation fusion may be improved. Case studies show the effectiveness of the
proposed method.

Keywords: evidence relationship matrix, D-S evidence theory, and information
fusion.

1 Introduction

The Dempster-Shafer (D-S) evidence theory was proposed by Shafer, who built upon
Dempster’s research [1]. It is able to calculate probabilities that evidence supports the
propositions and offers an alternative approach to dealing with uncertainty reasoning
from imprecise and uncertain information. The theory is suitable to taking into ac-
count the disparity of knowledge types due to the fact that it is able to provide a fed-
erative framework, and combine cumulative evidences for changing prior opinions in
the light of new evidences [1, 2]. Therefore, the study and application of D-S evi-
dence theory for information fusion attract researchers interests [3, 4, 5].

We still face some challenges during using the theory in practice. For example,
evidence may not be sufficient to support the basic probability assignment because of
the measurement errors incurred by sensors. Recently, fuzzy theory was introduced to
modify the basic probability assignment (BPA) with the consideration of evidence
sufficiency [6, 7]. But, false evidences are not considered. If any sensor has fault, the
acquired data is not correct any more. False evidences will occur. The conflicts
among evidences may be bigger than before. Wrong fusion results may arise. In this
paper, evidence relationship matrix that can reflect the relationships among evidences
is proposed. Through studying the evidence relationship, we can identify false
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evidences. The BPAs related to the false evidences can be decreased greatly. There-
fore, the accuracy of information fusion through D-S evidence theory can be im-
proved accordingly.

The rest of the paper is organized as follows. D-S evidence theory is illustrated
briefly in Section 2. Evidence relationship matrix is proposed in Section 3. The modi-
fication of BPAs based on evidence relationship matrix is investigated. An example is
given out to validate the proposed method in Section 4. Conclusions and discussion
are presented in the last section.

2 D-S Evidence Theory

Let ® be a finite nonempty set of mutually exclusive alternatives, and be called dis-
cernment frame containing every possible hypothesis.
Basic probability assignment is a function, m:2° —[0,1], such that m(@)=0 where

@ denotes an empty set, and >m(X)=1 for any xce . The power set 2° is the set of

all the subsets of ® including itself [1]. Given a piece of evidence, a belief level be-
tween [0, 1], denoted by m(-), is assigned to each subset of ©. Each subset contains
one or more hypothesis. If a feature for a hypothesis exists, the corresponding BPA is
said to be fired by the feature and the feature is called evidence. This BPA will be
involved in information fusion. Otherwise, the BPA for the hypothesis will not be
fired and considered for information fusion.

The total belief level committed to X, Bel:2° —[0,1], is obtained by calculating the
belief function for X as Eq. (1). Bel(X) represents the belief level that a proposition
lies in X or any subset of X.

Bel(X)= Y m(Y). )
YcX ., XcO

The plausibility function defined below measures the extent, to which we fail to

disbelieve the hypothesis of X, p7:2° —[0,1]-

PI(X)= > m(Y). )

YNX#3,X,YcO

Both imprecision and uncertainty can be represented by Bel and PI. The relation-
ship between them is

{PI(A) =1-Bel(A) 3

PI(A) > Bel(A)

Where, A is the negation of hypothesis A. Bel(A) and PI(A) are the lower limit and
the upper limit of belief level of A, respectively. PI(A)-Bel(A) for A c © represents
the ignorance level in hypothesis A.

Multiple evidences can be fused using Dempster’s combination rule, shown as Eq.
(4) [1]. Evidences of any subsets X and Y of ® can be used to calculate the belief
level in a new hypothesis C. c=xNY. If C =0, it means evidences conflict with
each other totally and the belief level in hypothesis C is then null.
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0, ¥ XNY=0
m(X)xm,(Y)
m(C) =m,(X) ®m,.(Y) = my:c_zvx.yge ¥ XNYz2 4)
= > mOxm®’
XNY=29X,Y<O

where i (i') denotes the i™ (i'™) evidence. m,(X) and m,(v) are the BPA of X sup-

ported by evidence i and the BPA of Y supported by evidence i', respectively. Let
k., = Zmi(X)Xml..(Y), )

XNY=2
k. is called the conflict factor between the two evidences i and ', where k. #1.

Dempster’s combination rule can be generalized to more than two hypotheses, as
Eq. (6). The final result represents the synthetic effects of all evidences.

m=m ®m, - ®--=(((mSm,)D--)D---). (6)

In practice, because the collected data from sensors have errors and the features ex-
tracted may not be sufficient, we may have no adequate evidence to support a certain
hypothesis. Fan and Zuo solve the issue through the introduction of fuzzy theory [6].
For evidence ¢, the evidence sufficiency can be realized by the attenuation of BPA

using sufficiency index 4 , as Eq. (7). The new BPA is denoted by 1, ().

11, -m,(A), AcoO
M (A =31-3 1,-m(B), BcO,A=0 )

BcO®

where ;j=12,...,n, nis the number of evidences, and * denotes that the BPA has in-

corporated evidence sufficiency. All the above analysis is based on the assumption
that all sensors are normal. In practice, we may collect false data and obtain false
evidence if any unknown fault sensor exists. For this case, information fusion results
are suspect and may be wrong.

3 The Evidence Relationship Matrix and the Modification of
BPAs

Because all the information comes from a same system usually, there may be a rela-
tionship between any two evidences. E is used to represent evidence set in this paper.
E ={e,li=12,---,n}- 1 is the number of all the evidences that may be obtained for

information fusion. r,, tepresents the relationship between evidences ., and e,
j=12,---,n. It means that if evidences ¢, appear, the appearance probability of evi-
dence e should be r,-r,el0l]- If there is no relationship between evidences e, and
e 1,,=05- It means that if ., appears, the appearance possibility of e is 50%. The
meaning of r, <05 is that if ,, appears, the appearance possibility of e is less than

50%. For evidence self, . =1. In this paper, r,, are determined through system
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analysis. For example, machine faults are usually reflected through vibration, acous-
tic, wear debris, oil temperature, electrical current, and function performance. The
pattern identification accuracy of machine faults is greatly depended on the above
multi signatures. The determination of r, is based on the following relationships.

Such as: if the vibration increases, acoustic level will increase with the possibility of
80%. If there are lots of metal particles in oil debris, vibration will increase with the
possibility of 90%. These possibilities r, can be obtained by experts experience and

statistic based on past fault modes. Then, we may have the following matrix, called
evidence relationship matrix.

hio ha Bin L n, B
ry, T e T rn, 1 T ¢
2,1 2,2 2.n 2,1 2.n
R = N . t. N = . . T, N - (8)
Lot oz Tan | [Tn Tz 1

In this matrix, for evidence ¢, when the number of j that satisfies r,.>0.5 is more
than one, it means that more than one evidences support the appearance of ¢, . In other
words, the appearance possibility of ¢, becomes bigger. For each row in Eq. (8), we

can obtain the appearance possibility of ¢, p*, from total other evidences by
PR=Y"r .
i Z i,j (9)

Accordingly, for each column in Eq. (8), we can obtain the appearance possibility
of e;s PCs from total other evidences by

P/_C:Zi:ru, (10)

Because j, j=1,2,---,n, We may write Pt as pt. At last, we can reach the general

appearance possibility of an evidence i by

P =(P"+P)/2: (1)

The modification of BPAs can be performed. Firstly, construct the matrix in Eq.
(8). Secondly, calculate p using Eqgs. (8)-(11). Thirdly, define an appearance possibil-

ity index P. P = P /max(P)- At last, we obtain the modified BPAs 1 (X)=Pm,(X)-
X c©. In addition, considering sensor error, we introduce synthetical index ¢ .
£ = 13 ML fL is evidence sufficiency index. The details can be referred to [6]. There-
fore, the modified BPAs can be obtained by

m (X)=&m(X)  for X cO@. (12)
m (@) =1-Y"m (X)
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In Eq. (12), we assume that all the evidences have same importance in order to fo-
cus on the issue mentioned in this paper.

In practice, it is impossible that all evidences appear at a same time. Only the evi-
dences related to a hypothesis, which is true, appear. Therefore, we have the practical
relationship matrix R . The dimension of R is less than that of R.

At last, we substitute the m.(X) and m.(Y) by m'(x) and m (Y)> respectively. Us-

ing Eq. (4), we can fuse information and greatly avoid the affect of false evidences.

4 Case Studies

In order to verify the proposed method, an example is studied. Suppose
©=(F,F,,F,}- E:{gi li=1,2,3} . The BPAs are shown in Table 1.

Table 1. The basic possibility assignments

m({F}) m{F}) m{F})  m(O)

e 0.1 0.2 0.7 0
e 0.4 0.5 0 0.1
e; 0.8 0.1 0.1 0

In this example, we assume that all the evidences are sufficient and have the same
importance for information fusion. Therefore, u =1 In Table 1, we find that evi-

dences e, support {F5} greatly. While, evidences e, and e; do not support {F3} very
well. Obviously, both of evidences e, and e; conflict with evidence e;. Therefore, e,
may be false evidence.

If we do not consider the phenomena discussed above, according to Eq. (4), we
fuse the evidence {e,1i=12,3} and obtain the following results. m({F})=0.6778 -

m({F,})=0.2035-m({F,})=0.1187 - Correspondingly, belief level and plausibility can
be obtained using Eqs. (1) and (2), respectively. Such as, Bei({ F})=0.6778 -
PI({F,})=0.6778-

We then consider the relationship among evidences in order to embody the conflict

issue mentioned above. The evidence relationship matrix is shown in Eq. (13). Based
on Egs. (8)-(11), we are able to calculate 131 }3 are equal to 0.6667, 0.911, and 1,

respectively, when i is equal to 1, 2 and 3. Based on Eq. (12), Table 1 is modified to
Table 2.

e e, e
e, [1 0.1 06
k=, lo2 1 o9 (13)

e, 101 09 1
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Table 2. The modified basic possibility assignments

m (F1) m (F) m ({F)  wm'(©)

e 0.0667 0.1333 0.4667 0.333
e 0.3644 0.4544 0 0.1801
e; 0.8 0.1 0.1 0

According to Eq. (4) and Table 2, we fuse the evidence {e,1i=1,2,3} again and ob-

tain the following results. m({F,})=0.7960- m({F,}) =0.1368 - m({F,})=0.0672 - Corre-
spondingly, belief level and plausibility can be obtained using Eqgs. (1) and (2), re-
spectively. Such as, Bel({F })=0.7960. PI({F,})=0.7960.

Compared with the fusion results without introduction of evidence relationship ma-
trix, the BPA of {F,} increases using the proposed method. The comparisons are
shown in Fig. 1. According to Eqs. (1) and (2), the Bel and PI of {F;} will increase
using the proposed method, correspondingly. The BPA, Bel and Pl of {F;} decrease
greatly. These results show that the role of evidence e, for fusion is decreased greatly.

0.7960 I DS cvidence theory
0.8 . [N The propsoed method i

BPAs

m({Fi}) m({F2}) m({F3})

Fig. 1. The comparison between D-S evidence theory and the proposed method

5 Conclusions and Discussions

In this study, relationships among evidences are considered in D-S evidence theory
for information fusion. Evidence relationship matrix is proposed to depict these rela-
tionships. Appearance possibility index obtained using the evidence relationship ma-
trix is proposed as well. Case studies show that the proposal of evidence relationship
matrix and appearance possibility index can help to decrease the role of false evi-
dences for information fusion. The credibility of information fusion is improved com-
pared with the information fusion using traditional D-S evidence theory. The evalua-
tion of relationships between any two evidences needs study further.
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